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Microsoft Forefront UAG Management Pack Guide

Forefront Unified Access Gateway (UAG) provides remote access to applications, networks, and internal resources from diverse client endpoints through a single point of entry. You can allow access to multiple internal applications through a single Forefront UAG portal, or to a single Web application. Endpoint security management enables policy-based access control, user authentication, and portal application authorization.

Forefront UAG provides content inspection and deep application-level filtering. It blocks potentially malicious traffic with positive-logic and negative-logic rules that identify errant commands and syntax, and it reduces the immediacy of server software updates by providing protection from zero-day attacks.

Document Version

This guide was written based on the 4.0.1095.0 version of the Forefront UAG Management Pack.

Revision History
	Release Date
	Changes

	December, 2009
	Original release of this guide


Introduction to the Forefront UAG Management Pack

The Forefront Unified Access Gateway (UAG) Management Pack includes monitors, rules, and views for monitoring and troubleshooting problems on Forefront UAG servers. This management pack also includes health models based on the Service Modeling Language (SML) to analyze the performance, availability, configuration and security inputs, as well as the status of Forefront UAG, to determine the overall status of the system.

Getting the Latest Management Pack and Documentation

You can find the Forefront Unified Access Gateway Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are included in this Forefront Unified Access Gateway (UAG) Management Pack: 


Service monitoring—Forefront UAG requires that a number of services are running for correct operation. The status of these services is mapped to monitors for the classes that represent the Forefront UAG server.


Built-in application monitoring—The health of several Forefront UAG built-in applications is monitored according to the status of the relevant services.


Event monitoring—A number of informational events on Forefront UAG health status are collected and reported.


DirectAccess monitoring—DirectAccess monitoring comprises the health state of the DirectAccess components: 6to4 router, DNS64, IP-HTTPS gateway, ISATAP router, Network security, Teredo relay, and Teredo server. DirectAccess monitoring is also affected by performance threshold monitoring whereby the health state of components is determined according to the last sampled value (or average of several values). DirectAccess monitoring includes the measuring of three user activity quantities that indicate successful connections of clients to the DirectAccess server: number of sticky connections, number of Main Mode Security Associations, and Teredo packet receive rate (a warning is displayed if all three values are zero).

Supported Configurations

The Forefront Unified Access Gateway (UAG) Management Pack supports any combination of single Forefront UAG servers or arrays of Forefront UAG servers.

This management pack automatically recognizes an array deployment of Forefront UAG servers, and groups all array members under the array manager. To ensure correct monitoring of array members:


Install the monitoring agent on each array member.
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Note 

If the monitoring agent is already installed, you do not need to reinstall it.


Configure all Forefront UAG servers to discover objects on other Forefront UAG servers:

a.
Open the System Center Operations Manager Console, click the Administration tab, and then select Agent Managed.

b.
For every computer in an array deployment that is monitored by this management pack, right-click the computer name, click Properties, click the Security tab, and then select the Allow this agent to act as a proxy and discover managed objects on other computers check box.

The Forefront UAG servers that you want to monitor and the System Center Operations Manager server need not be joined to a domain.

The following table details the supported configurations for the Forefront UAG Management Pack.

	Configuration
	Support

	Windows Server 2008 R2
	Yes, 64-bit only

	Array setup
	Yes

	Agentless monitoring
	Not supported


Getting Started

This section describes the actions you should take before and after you import the management pack.

Before You Import the Management Pack

Before you import the Forefront Unified Access Gateway (UAG) Management Pack, note the following limitations of the management pack:


Agentless monitoring is not supported. You must deploy an agent on every Forefront UAG server that you want to manage.

Before you import the Forefront UAG Management Pack, you must take the following actions:


Configure the Operations Manager 2007 server to allow manual agent deployment on the Forefront UAG servers.


Enable the system policy rule for Operations Manager on the Forefront UAG servers.


Install the Operations Manager agent on the Forefront UAG servers.

Configuring the Operations Manager server to allow manual agent deployment on Forefront UAG servers
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To configure management server settings for manual agent deployment on the Operations Manager 2007 server

	1.
In the Operations console, click Administration.

2.
In the Administration pane, click Settings.

3.
In the Settings pane, expand Type: Server, right-click Security, and then click Properties.

4.
In the Global Management Server Settings - Security dialog box, in the General tab, click Review new manual agent installations in pending management view, and select the Automatically approve new manually installed agents check box, and then click OK.


Create a New Access Rule for Operations Manager

To create a new access rule for remote monitoring of Forefront UAG servers using the Operations Manager agent, perform the following procedure.
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Notes 

For single Forefront UAG servers, you must perform this procedure on each server that you want to deploy the Operations Manager agent.

For an array of Forefront UAG servers, you must perform this procedure on one of the servers in the array. It is not required to perform this procedure on the array manager.

If you are using Forefront UAG and the SCOM server in an IPv6 environment, see To create an IPv6 access rule for the Operations Manager agent in Forefront UAG.
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To create a new access rule for the Operations Manager agent in Forefront UAG

	1.
Click Start, point to All Programs, point to Microsoft Forefront TMG, and then click Forefront TMG Management.

2.
In the console tree, click Firewall Policy.

3.
On the View menu, ensure the Show System Policy Rules menu item is selected.

4.
Right-click the system rule Allow remote monitoring from Forefront TMG to trusted servers, using Microsoft Operations Manager (MOM) Agent, and then click Edit System Policy.

5.
On the System Policy Editor dialog box, click the To tab, and then in This rule applies to traffic sent to these destinations, click Add.

6.
On the Add Network Entities dialog box, create a new computer entity for the System Center Operations Manager server, and then click Add.

7.
On the System Policy Editor dialog box, click OK.

8.
Click Apply to save changes and update the configuration.
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To create an IPv6 access rule for the Operations Manager agent in Forefront UAG

	1.
On the Forefront UAG server, open an elevated command prompt and navigate to the folder /Microsoft Forefront Unified Access Gateway/utils/TMGIPv6Policy.

2.
Run the script ConfigureLocalhostToIPv6Policy.vbs using the following syntax to create the IPv6 access rule:

ConfigureLocalhostToIPv6Policy <Add/Delete> <Protocol> <FromAddress> <ToAddress>

For example, if the SCOM server has the IPv6 address 2001:DB8::30, run the command:

ConfigureLocalhostToIPv6Policy Add "System Center Operation Manager Agent" 2001:DB8::30 2001:DB8::30


Install the Operations Manager Agent on the Forefront UAG servers

The Operations Manager agent runs on each Forefront UAG server that is monitored by the Operations Manager. The Operations Manager agent is typically installed by starting the Discovery Wizard from the Operations Manager 2007 Administrator Console on the Operations Manager server. Because the Microsoft Firewall service blocks the traffic between the Operations Manager server and the Forefront UAG servers that is needed to install an Operations Manager agent, it is recommend that you install the Operations Manager agent manually on each Forefront UAG server that you want to configure as an Operations Manager agent computer. The following procedures describe how to do this.
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To install the Operations Manager agent manually on a Forefront UAG server

	1.
On the Forefront UAG server on which you want to install the agent, run SetupOM.exe from the Operations Manager 2007 installation media.

2.
Click Agent to install an agent.

3.
In the Agent Setup Wizard, select the Specify Management Group Information option.

4.
On the Management Group Configuration page, specify the following: 


In the Management Group Name box, type the name of the management group to which the agent will connect.


In the Management Server Name box, type the fully qualified domain name (FQDN) of the Operations Manager 2007 server.

5.
Select either Local System or specify a domain user account for the agent action account.

6.
Complete the Agent Setup Wizard.
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To approve the agent on the Operations Manager server

	1.
In the Operations Manager Console, click Administration.

2.
Click Administration, expand Administration, expand Device Management, and then click Pending Management.

3.
In the Pending Management pane, select computers in Type: Manual Agent Install.

4.
Right-click the computers, and then click Approve.

5.
In the Manual Agent Install dialog box, click Approve to display the computers in the Agent Managed node that show they are ready to be managed.
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Note 

Rejected agents remain in Pending Management until the agent is uninstalled for the Management Group.

6.
In the Agent Managed node, right-click the computer name of each Forefront UAG server, click Properties, and on the Security tab, select the Allow this agent to act as a proxy and discover managed objects on other computers check box.


Files in This Management Pack

The Forefront Unified Access Gateway (UAG) Management Pack includes the following files: 


Microsoft.Forefront.UAG.mp


OM2007_MP_ForeUAG.doc

Recommended Additional Management Packs

To perform complete monitoring of the Forefront Unified Access Gateway (UAG) it is recommended to use the following additional management packs:


Forefront Threat Management Gateway Management Pack.


Windows Server Operating System Management Pack.


Windows Server 2008 Network Load Balancing Management Pack (only recommended if Network Load Balancing is used on the Forefront UAG servers).


Internet Information Services 7.0 Management Pack.
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Important 

The Forefront Unified Access Gateway (UAG) Management Pack monitors Forefront UAG and DirectAccess. Although a separate DirectAccess management pack exists that monitors only DirectAccess; to avoid duplicate monitoring, this management pack should not be run concurrently with the Forefront UAG management pack. All of the monitoring provided by the DirectAccess management pack is included in the Forefront UAG management pack.

How to Import the Forefront UAG Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

After the Forefront Unified Access Gateway (UAG) Management Pack is imported, create a new management pack in which you can store overrides and other customizations.

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Understanding Management Pack Operations

The following sections describe the objects that the Forefront Unified Access Gateway (UAG) Management Pack discovers, how health rolls up, key monitoring scenarios, and how health is defined and indicated.

Objects the Management Pack Discovers

The Forefront Unified Access Gateway (UAG) Management Pack discovers the object types described in the following table.

	Object Type
	Description
	Discovery

	Array discovery
	Represents an array of Forefront UAG servers.
	

	Server discovery
	Represents an installation of a Forefront UAG server on a server running Windows Server 2008 R2.

A single server is represented inside an array with its own name.
	

	UAG trunks, applications, and repositories discovery
	Represents trunks, applications, and repositories defined on the Forefront UAG server.
	Discovered only following a Server class discovery.
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Note 

For a repository to be discovered, it must be associated with at least one trunk.

	DirectAccess discovery
	Represents a Forefront UAG server with DirectAccess.
	Discovered only following a Server class discovery.

Discovered only if DirectAccess was enabled from the Forefront UAG Management console.

	DNS64 discovery
	Represents the DNS64 service.
	Discovered only following a DirectAccess class discovery.

Discovered only if DNS64 was enabled during the DirectAccess configuration process.

	IP-HTTPS gateway discovery
	Represents the IP-HTTPS gateway.
	Discovered only following a DirectAccess class discovery.

	ISATAP router discovery
	Represents the ISATAP router.
	Discovered only following a DirectAccess class discovery.

	Network security discovery
	Represents the network security.
	Discovered only following a DirectAccess class discovery.

	6to4 router discovery
	Represents the 6to4 router.
	Discovered only following a DirectAccess class discovery.

	Teredo relay discovery
	Represents the Teredo relay.
	Discovered only following a DirectAccess class discovery.

	Teredo server discovery
	Represents the Teredo server.
	Discovered only following a DirectAccess class discovery.


Classes

The following diagram shows the classes defined in this management pack.
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The following table describes the classes defined in this management pack.

	Class Name
	Description

	6to4 router
	6to4 (RFC 3056) is an IPv6 transition technology that provides IPv6 connectivity across the IPv4 Internet for hosts or sites that have a public IPv4 address.

	Built-in Forefront UAG application
	Built-in Forefront UAG application accessible to clients via Forefront UAG trunks.

	DirectAccess
	DirectAccess is an optional feature of Windows Server 2008 R2 that will host, manage, and either terminate or pass-through IPsec sessions. 

	DNS64
	DNS64 complements a NAT64 deployment by translating IPv4 DNS responses to IPv6 DNS responses according to a predefined NAT64 prefix.

	External Forefront UAG application
	External Forefront UAG application accessible to clients via Forefront UAG trunks.

	Forefront UAG application
	A Forefront UAG application accessible to clients via Forefront UAG trunks.

	Forefront UAG array
	A Forefront UAG array logically groups one or more Forefront UAG servers under one array manager server.

	Forefront UAG repository
	A Forefront UAG repository holds information used to authenticate users accessing Forefront UAG portals.

	Forefront UAG server
	A Forefront UAG server represents an installation of Forefront UAG on a server machine.

	Forefront UAG trunk
	A Forefront UAG trunk groups Forefront UAG applications for publishing with Forefront UAG repositories for authentication.

	IP-HTTPS gateway
	IP-HTTPS is a new protocol for Windows 7 and Windows Server 2008 R2 that allows hosts behind a Web proxy server or firewall to establish connectivity by tunneling IPv6 packets inside an IPv4-based HTTPS session.

	ISATAP router
	ISATAP (RFC 4214) is an IPv6 transition technology that is used to provide IPv6 connectivity between IPv6/IPv4 hosts across an IPv4-only intranet. ISATAP can be used for DirectAccess to provide IPv6 connectivity to ISATAP hosts across your intranet.

	Network security
	Network security component uses IPsec policies for authentication and encryption of DirectAccess connections. Multiple policies can be applied to a computer simultaneously, each providing a different function. The result of all of these policies working together is a DirectAccess client that can securely communicate with the DirectAccess server and intranet servers.

	Teredo relay
	Teredo (RFC 4380) is an IPv6 transition technology that provides IPv6 connectivity across the IPv4 Internet for hosts that are located behind an IPv4 network address translation (NAT) device and are assigned a private IPv4 address.

	Teredo server
	Teredo (RFC 4380) is an IPv6 transition technology that provides IPv6 connectivity across the IPv4 Internet for hosts that are located behind an IPv4 network address translation (NAT) device and are assigned a private IPv4 address.


How Health Rolls Up

The following diagram shows how the health states of components roll up in this management pack.
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Viewing Information in the Operations Manager Monitoring Pane

After you import the Forefront Unified Access Gateway (UAG) Management Pack, the Microsoft Forefront UAG node is added to the Operations Manager monitoring pane. It provides the following views:


Active alerts—Displays all active alerts on the Forefront UAG servers.


Applications—Displays all applications published by the Forefront UAG servers.
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Note 

Only the FileAccess, Network Connector and SSTP applications are monitored, all other applications will appear as not monitored in this version of the management pack.


Arrays—Displays all of the deployed Forefront UAG arrays.


DirectAccess—Displays all DirectAccess instances on the Forefront UAG servers.


DirectAccess NLB user activity—Displays statistics on user activity in NLB deployments as gathered by performance counters.


Repositories—Displays all of the repositories on the Forefront UAG servers.


Servers—Displays all of the deployed Forefront UAG servers.


Trunks—Displays all of the trunks on the Forefront UAG servers.

Key Monitoring Scenarios

The Forefront Unified Access Gateway (UAG) Management Pack includes a number of key monitoring scenarios.

The following list describes some of the most common monitoring scenarios:


Configuration module—Monitors the Forefront UAG configuration module.


Core services—Monitors the following four key services on the Forefront UAG server: ConfigMgrCom, MonitorMgrCom, SessionMgrCom, and UserMgrCom.


Trunk applications—Monitors the following built-in applications: File Access, Network Connector, and SSTP.


DirectAccess activation state—Monitors whether or not DirectAccess was activated successfully.


DNS64—Monitors the DnsAlgSrv and WatchDogSrv services, and the following performance counters: average query processing time, total dropped queries, total dropped queries per second.


DirectAccess technologies—Monitors the following DirectAccess technologies: IP-HTTPS, ISATAP, Network Security, 6to4 Router, Teredo Relay, and Teredo Server.

The following topics describe:


Monitors—Describes the monitors in this management pack.


Events—Describes the events in this management pack.


Collection Rules—Describes the collection rules in this management pack.

Monitors

The following table describes the monitors provided by this management pack:

	Monitor Name
	Description

	6to4 router availability
	This is a critical alarm generated because the IP Helper service (iphlpsvc) stopped responding.

	BFE service availability
	This is a critical alarm generated because the Base Filtering Engine service (BFE) stopped responding.

	ConfigMgrCom service availability
	This is a critical alarm generated because the Forefront UAG Configuration Manager service (ConfigMgrCom) stopped responding.

	Current state entries at critical level
	This is a critical alarm generated because the "Current State Entries" counter (under the object "IPSec DOS Protection" in the performance monitor tool) exceeded critical levels.

	Current state entries at warning level
	This is a warning alarm generated because "Current State Entries" counter (under the object "IPSec DOS Protection" in the performance monitor tool) exceeded warning levels.

	DirectAccess activation state
	This is a critical alarm generated because the DirectAccess activation process failed. 

	Discarded ICMPv6 packets per second
	This is a warning alarm generated because the "Inbound Rate Limit Discarded ICMPv6 Packets/sec" counter (under the object "IPSec DOS Protection" in the performance monitor tool) exceeded a defined threshold.

	Discarded IPv6 IPsec authenticated packets per second
	This is a warning alarm generated because the "Inbound Rate Limit Discarded IPv6 IPsec Authenticated Packets/sec" counter (under the object "IPSec DOS Protection" in the performance monitor tool) exceeded a defined threshold.

	Discarded IPv6 IPsec unauthenticated packets per second
	This is a warning alarm generated because the "Inbound Rate Limit Discarded IPv6 IPsec Unauthenticated Packets/sec" counter (under the object "IPSec DOS Protection" in the performance monitor tool) exceeded a defined threshold.

	DNS64 average query processing time
	This is a warning alarm generated because the "Total Query Average Processing Time" counter (under the object "Forefront UAG DNS64" in the performance monitor tool) exceeded a defined threshold.

	DNS64 DnsAlgSrv service availability
	This is a critical alarm generated because the Forefront UAG DNS64 (DnsAlgSrv) service stopped responding.

	DNS64 total dropped queries
	This is a warning alarm generated because the "Total Query Dropped" counter (under the object "Forefront UAG DNS64" in the performance monitor tool) exceeded a defined threshold

	DNS64 total dropped queries per second
	This is a warning alarm generated because the "Total Query Dropped/sec" counter (under the object "Forefront UAG DNS64" in the performance monitor tool) exceeded a defined threshold.

	DNS64 WatchDogSrv service availability
	This is a critical alarm generated because the Forefront UAG Watch Dog service (WatchDogSrv) stopped responding.

	Failed Main Mode negotiations at critical level
	This is a critical alarm generated because the "Failed Main Mode Negotiations" counter (under the object "IPsec AuthIP IPv6" in the performance monitor tool) exceeded critical levels.

	Failed Main Mode negotiations at warning level
	This is a warning alarm generated because "Failed Main Mode Negotiations" counter (under the object "IPsec AuthIP IPv6" in the performance monitor tool) exceeded warning levels.

	Failed replay detection packets per second
	This is a warning alarm generated because the "Packets That Failed Replay Detection/sec" counter (under the object "IPsec Driver" in the performance monitor tool) exceeded a defined threshold.

	Forefront UAG built-in application service availability
	This is a critical alarm generated because a Forefront UAG built-in application service stopped responding.

	Forefront UAG configuration module availability
	This is a critical alarm generated because the Forefront UAG configuration module reported an error.

	Forefront UAG repository availability
	This monitor represents a Forefront UAG repository. The repository is not monitored.

	IKE DoS-prevention mode started
	This is a warning alarm for potential DoS attack and is raised when "IKE DoS-prevention mode started" event (Event Id: 4646, Event Source: Microsoft Windows security auditing, Event Log Channel: Security) is generated.

	IKEEXT service availability
	This is a critical alarm generated because the IKE and AuthIP IPsec Keying Modules service (IKEEXT) stopped responding.

	Incorrect SPI packets per second
	This is a warning alarm generated because the "Incorrect SPI Packets/sec" counter (under the object "IPsec Driver" in the performance monitor tool) exceeded a defined threshold.

	IP-HTTPS gateway availability
	This is a critical alarm generated because the IP Helper service (iphlpsvc) stopped responding.

	ISATAP router availability
	This is a critical alarm generated because the IP Helper service (iphlpsvc) stopped responding.

	MonitorMgrCom service availability
	This is a critical alarm generated because the Forefront UAG Monitoring Manager service (MonitorMgrCom) stopped responding.

	NLB Helper driver availability
	This is a critical alarm generated because the NLB Helper driver (DAEng) stopped responding. This alarm is cleared when the driver is running again.

	SessionMgrCom service availability
	This is a critical alarm generated because the Forefront UAG Session Manager service (SessionMgrCom) stopped responding.

	Sticky connections exist
	This is a warning alarm generated because there were no Network Load Balancing sticky connections on the current node

	Teredo packet receive rate
	This is a warning alarm generated because there was no change in packet amount in the "In - Teredo Server Total Packets: Success + Error" counter (under the object "Teredo Server" in the performance monitor tool), meaning there was no Teredo traffic.

	Teredo relay availability
	This is a critical alarm generated because the IP Helper service (iphlpsvc) stopped responding.

	Teredo server availability
	This is a critical alarm generated because the IP Helper service (iphlpsvc) stopped responding.

	User Kerberos Main Mode SAs exist
	This is a warning alarm generated because there were no established Main Mode security associations that have user Kerberos authentication.

	UserMgrCom service availability
	This is a critical alarm generated because the Forefront UAG User Manager service (UserMgrCom) stopped responding.


Events

All events are written to Windows Event Log under Applications log under publisher "Microsoft Forefront UAG", and to the System Center Operations Manager (SCOM) DataWarehouse.

The following table describes the events in this management pack. Events marked with an asterisk also trigger alerts, which can be viewed on SCOM Operations Console in Forefront UAG's Active Alerts view.

	Event Name
	Description
	Windows Event Log ID

	Attempt to sneak authorization data
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "An attempt to sneak authorization info was detected."
	66

	Attempt to sneak negotiate header
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "An attempt to sneak negotiation info was detected".
	20

	Attempt to sneak source IP data
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "An attempt to sneak source IP was detected".
	19

	Concurrent authenticated sessions threshold reached*
	This is a warning that the threshold of the number of sessions that can be open through the site at the same time was reached.
	11

	Concurrent unauthenticated sessions threshold reached*
	This is a warning that the threshold of the number of unauthenticated sessions that can be open through the site at the same time was reached.
	12

	Configuration change
	The Forefront UAG configuration was changed.
	10

	Configuration login failed
	Alert symptom: when attempting to log in to the Forefront UAG Management console, the login fails and the following message is displayed: "Incorrect Password".
	8

	Connection established
	A connection was established with the application.
	72

	Connection to non-Web application failed
	Alert symptom: a remote user attempts to launch an SSL Wrapper application, either via the portal homepage, or by logging into a site that automatically launches the application. The application is launched, but fails to connect to the server.
	73

	Connection to Web application failed
	Alert symptom: a remote user attempts to access an application. The request is denied, and the following message is displayed in the browser window: "The page cannot be displayed".
	79

	Filter shutdown
	This event occurs when the IIS worker process unloads the ISAPI filter. This can occur when IIS is restarted or when IIS is stopped.
	69

	Filter startup
	This event occurs when the IIS worker process loads the ISAPI filter, which happens when the first client request arrives at Forefront UAG.
	68

	Invalid method
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "You have attempted to access a restricted URL. You are trying to access the URL using an illegal method."
	51

	Invalid request
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "The page cannot be displayed".
	33

	KCD protocol transition failed
	The S4U2Self Kerberos token for a specific user cannot be retrieved. 
	120

	Maximum number of concurrent authenticated sessions exceeded*
	Alert symptom: a remote user attempts to log in to the site. Access is denied, and the following message is displayed in the browser window: "There are too many users on the Web site at the moment. Please try to access the site again in a few minutes."
	15

	Maximum number of concurrent unauthenticated sessions exceeded*
	Alert symptom: a remote user attempts to access the site. Access is denied, and the following message is displayed in the browser window: "There are too many users on the Web site at the moment. Please try to access the site again in a few minutes."
	16

	Method not defined
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "The page cannot be displayed. Ruleset configuration invalid."
	50

	No Web farm servers available*
	Alert symptom: a remote user cannot access a published application due to misconfigured backend servers.
	112

	POST without content-type not allowed
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "The upload is blocked since the request does not contain a Content-Type header."
	47

	Service shutdown
	Alert symptom: a Windows service running on Forefront UAG was stopped.
	4

	Service startup
	Alert symptom: a Windows service running on Forefront UAG was started.
	3

	Session source IP not valid
	Alert symptom: a remote user successfully logs in to the site. However, access to any of the applications that are enabled through the site is denied, and the following message is displayed in the browser window: "Could not access the site due to the following error: Failed to bind Source IP. Please try to access the site again in a few minutes. If the problem persists, contact your system administrator."
	110

	Successful configuration login
	Logging in to the Forefront UAG Management console succeeded.
	7

	Unable to bind session source IP
	Alert symptom: a remote user successfully logs in to the site. However, access to any of the applications that are enabled through the site is denied, and the following message is displayed in the browser window: "Could not access the site due to the following error: Failed to bind Source IP. Please try to access the site again in a few minutes. If the problem persists, contact your system administrator."
	111

	Unable to read configuration* 
	Alert symptom: the message is logged after you activate the Forefront UAG Management console. Forefront UAG is not functioning as expected, or is not functioning at all. Remote users might experience problems while working with the site, or might not be able to access the site at all.
	29

	Unable to retrieve information from LDAP server*
	Alert symptom: a remote user logs in to the site. The login process is slower than usual.
	108

	Unable to retrieve session IP
	Alert symptom: a remote user successfully logs in to the site. However, access to any of the applications that are enabled through the site is denied, and the following message is displayed in the browser window: "Could not access the site due to the following error: Failed to bind Source IP. Please try to access the site again in a few minutes. If the problem persists, contact your system administrator."
	109

	Unable to send message
	Alert symptom: the Forefront UAG Event Logging mechanism failed to send a message to a reporter, even though, in the Message Definitions file, the message is configured to be sent to this reporter, and the reporter is activated in the Forefront UAG Management console.
	25

	Unable to start application
	Alert symptom: a remote user attempts to launch an SSL Wrapper application, either via the portal homepage, or by logging into a site that automatically launches the application. The request is denied, and a message is displayed, informing the user that the server failed to execute the application.
	76

	URL changed
	Alert symptom: during URL verification, the Forefront UAG filter changes the URL. The remote user's experience is not affected.
	26

	URL path not allowed
	Alert symptom: a remote user requests a page. The request is denied, and the following message is displayed in the browser window: "You have attempted to access a restricted URL. The URL you are trying to access contains an illegal path."
	67


Collection Rules

The following table describes the collection rules in this management pack:

	Collection Rule Name
	Description

	Network load balanced 6to4 and Teredo connections
	This collection rule counts the number of Network Load Balancing (NLB) sticky connections on the current node. A "sticky" connection is a 6to4 or Teredo client connection that will always go to the same specific node. 

	User Kerberos Main Mode SAs
	This collection rule counts the number of established Main Mode security associations that have user Kerberos authentication.


Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received, and as a result, may generate numerous alerts and notifications. To prevent these alerts and notifications, place the monitored object in maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Appendix: Scripts

The following scripts are included in this management pack.

	Script
	Purpose
	Default Frequency

	Microsoft.Forefront.UAG.DirectAccess.NetworkSecurityDiscovery
	Discovers the Network Security class
	4 hours

	Microsoft.Forefront.UAG.Trunks.Discovery
	Discovers the UAG arrays, servers, trunks, applications, and repositories classes
	4 hours

	Microsoft.Forefront.UAG.ServiceStateProvider
	Checks the state of the DirectAccess DAEng driver, which affects the availability of the DirectAccess class.
	10 minutes

	Microsoft.Forefront.UAG.DirectAccess.StickyConnectionCountProvider
	Checks the number of sticky connections, which affects the User Activity monitor under DirectAccess.
	10 minutes

	Microsoft.Forefront.UAG.DirectAccess.UserKerbMMSACountProvider
	Checks the number of Main Mode Security Associations, which affects the User Activity monitor under DirectAccess Availability.
	10 minutes


Appendix: Tasks

The following tasks are included in this management pack.

	Task
	Description

	Start the BFE service
	Use this task to start the Base Filtering Engine (BFE) service if it is stopped or has stopped responding.

	Start the IKEEXT service
	Use this task to start the IKE and AuthIP IPsec Keying Modules (IKEEXT) service if it is stopped or has stopped responding.

	Start the IP Helper service for 6to4 router
	Use this task to start the IP Helper service if it is stopped or has stopped responding.

	Start the IP Helper service for IP-HTTPS gateway
	Use this task to start the IP Helper service if it is stopped or has stopped responding.

	Start the IP Helper service for ISATAP router
	Use this task to start the IP Helper service if it is stopped or has stopped responding.

	Start the IP Helper service for Teredo relay 
	Use this task to start the IP Helper service if it is stopped or has stopped responding.

	Start the IP Helper service for Teredo server
	Use this task to start the IP Helper service if it is stopped or has stopped responding.
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